I viGICOMP

6$3 6HFXULW\
$ « IHH V

* *XJOLHOPHWWL
6HQLRU ODQDJHU

* L W]
&RQVXOWDQW

6HFXGH *OREDO &RQ\

XUVFRGH 9HUVLRQ G



$IJHQGD

6$3 2YHUYLHZ
6$3 %XVLQHVV )XQFWLRQDOLW\
$UFKLWHFWXUH DQG /DQGVFDSH ([DPSOH
&RPSOLDQFH /HJDO S5HTXLUHPHQWYV
BHFEXULW\ $VSHFWV

7HFKQLFDO ,Q

$SSOLFDWLRQ 6HFXULW\

3URFHVV 6HFXULW\
6$3 *RYHUQDQFH 5LVN &RPSOLDQFH
6$3 *5& $FFHVV &RQWUROV ! 3URMHFW ([SHULHQFH

SURMHFEW *RDOV

SURMHFW DSSURDFK

5HDOL]DWLRQ

&RQFOXVLROQ

Z727Z GLIJLFRPS FK



DIGICOMP SAP

6$3 2YHUYLHZ
THFKQLFDO OLOHVWRQH

6$3 LV WKH ZRU @KV @DV VRWVEZDOM"H) HBY VRIWZDUH (53
FRPSDQ\ 6$3 5

6$3 ZDV IRXQGHG LQ
%DVHG LQ : DHUDRDRU |

6$3 5

+LVWRULFDO VWUHQJWK RI WKH F|I PSDQ\

([SHUWV LQ %XVLQHVV 3UR
VSHFLILF VROXWLRQYV 553 5 LOLHOW 6HUYHU

OO0OLQJ WKH 1HWZHDY
'"HYHORSPHQW .LW?°

LRQ LQ 2FWREHU

6$3 1THWZHDYHU 62%

$GGLWLRQDO IRFXV VLQFH RWQ
SUFKLWHFWXUH DV DQ (QWHUSUL

([ WXVLQHVYV 2EMHFWYV DFTXLYV

Z727Z GLIJLFRPS FK



DIGICOMP
6$3 %XVLQHVV )XQFWLRQDOLW\

Analytics Strategic Enterprise Management Finandal Analytics Operations Analytics
&SURVV ,QGXVWU\ ) XQFWIZRCEEECEEN
1
Financials Finandal Supy hain Management Finandal Accounting Management Accounting Corporate Governance
M I t Talent Management Workforce Process Management Workforce Deployment
1 tics E t Procurement | Inventory and Warehouse Management Inbound and Outbound Logistics Transportation Management
SULELEIEE a'_d
1M e Taira Production Planning Manufacturing Execution ct Dew Data Management
Sales and Service
- S Project and Environment, Health and - Global
Corporate Services I EaE ILETERhE Portfolio Safety Compliance = Trade

Management Management Management Management

Management Management Services

,QGXVWU\ 6SHFLILF )XQFWLRQDOLW\

0 Industry Value Chain
0 Customer & Customer & Market Access Product Delivery Business Management Stakeholder &

Market Public
Government

Product M. =ment
- T R
Customer Management
Sales M 2ment

T e

.

L,

Bank M =ment
- T .
Enterprize Management & Support

Z727Z GLIJLFRPS FK



I DIGICOMP
SUFKLWHPWOXLDHGLOJ %ORFNYV

0 X OF/K D RIQIHDQDBIPF BN K H V

3RUWDO &ROODERUD

%XV ,QWIF .QRZOHGJ}
ODVWHU 'DWD 0JPW

104\%® HIT/

,QWHJUDWL %XVLQHVV
%URNHU 3URFHVV 03

@]
w
|
(@)
()]
7))
7
T
=
|
>
(a4
()]
o
x
3

- (( $%$3
+DUGZDUH 26 DQG '% $E DFWLRQ

2727 GLIJLFRPS FK



viGICOMP

b I e N N I RO M. T N S N S I R S e em

i

...... 3AP Netweaver Security .. ...

- HH.I;:..I.I.H.H.I. III_.M IIIII A —————

SUFKLWHFWXUH

] m ..__- f m... _a h_u_“_. j
0 e m o
Se. 4 an (T
= F m N < H __J.. g )
§E . ¥ Ll X <
m___ m... ..ix...mr...ra.n... o ..\uri .........u.n..._..,..ﬂ.... x2.8
€€ t . & 4

Z727Z GLIJLFRPS FK



DIGICOMP
6$3 &OLHQW /DQGVFDSH ([DPSOH

Security Focus

Production Systems
End-User Security
Data Protection Security

System Test
Data Protection Security
Interconnections Security

Unit Test
Synthetic Data Quality
(Integrity requirements)

Development
Integrity of Programs &
System Customization

Sandboxes
Low Security Requirements

Human Resources System Line ERP System Line
- Payroll - Finance

- Pensions - Controlling

- Recruiting - Procurement

Z727Z GLIJLFRPS FK



I viGICOMP
&RPSOLDQFH /HJDO S5HTXLUHPHQWAH EBRESRUI

" | "#$ ! %&
) 30 %& $* + %,

Z727Z GLIJLFRPS FK



viGICOMP

3Z& *OREDO 6WDWH RI ,QIRUPDWLRQC

(PSOR\HHV DUH QRZ FRQVLGHUHG RWKUH N LRIJDG PRNRW FOOLWM E
VHEXULW\ HYHQW 7KLV \HDU WK ALOXREHUXRUHBWSRPSOIR
DV WKH OLNHO\ VRXUEE OHDMRV I[URFRQRWK®IU WRQVLGHU
IRUPHU HPSOR\HHV WKH PRVW OLNHO\ VXVSHFWYV

+DV WKH "LQVLGHU WKUHDW®° \WXWXIOW\L 8 BHDMWH®R QRO \D Y HP
PRUH DZDUH RI WKH ULVNV WKDW WoRKKX SRRH'UHV SR QG WQRA
LGHQWLILHG WKH SULPDU\ PHWXR @& RH DEKXX WYL

DFFRXQWY DQG SHUPLVVLRQV

Figure 9: Estimated likely source of information security incidents*
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